
A DVAN TAG E S

- safe and private exchange of e-mails;
- safe and private exchange of every size files (no e-mail  
account size limitations);
- no trace of the e-mails exchanged;
- works all over the world as long as there is Internet 
connection.

COMPARISON

Kryptotel is the ONLY service in the world that guarantees 
total privacy of the e-mail messages due to the inviolable 
encryption protocols in use and because of the absolute 
ABSENCE of logs. All other services present on the market 
today state that they will allow local authority to intercept/tap 
you e-mail account if requested to.
First of all Kryptotel cannot do that because of the fact that  
the encryption keys are ONLY in the clients computer and 
second because of Kryptotel's Primary Company Mission. 
The right to private and safe communications is stated in the 
constitution of many countries (USA included). Kryptotel 
simply offers an instrument to guarantee everyone's rights. 

KryptoMail

I N TR O DU C T IO N

KryptoMail is a professional encrypted E-
mail service that cannot be intercepted.

E-mails are normally transmitted as text files 
and are easily readable to anybody that has 
access to the servers or that can "sniff" the 
information that is exchanged through the 
Internet connection. There are many people that 
know how to easily do this through the Internet 
Service Providers. 

The E-mail "logs" are kept by the Internet 
Service Providers for several years.

The use of interception methods for illegal 
Industrial Espionage but mostly for marketing 
competition purposes is extremely concerning 
not only in the business world but also in our 
private life.

KryptoMail encrypts every e-mail ( with Rsa 
2048 bit) so that only the sender and the 
recipient can read it, the transmission through 
the Internet is furthermore encrypted by using 
TLS protocol.

Furthermore our e-mail servers are encrypted 
with three encryption algorithms (AES,Serpent e 
Twofish.)

For extra safety NO e-mail logs are kept, 
therefor nobody can know the identity of the 
parties involved in the e-mail exchange.

Last but not least our e-mail servers are 
allocated in different countries that by law do not 
allow local authority to impose interception 
methods on Kryptotel.

Your Privacy is Our Mission!

PRE-REQUISITES

- Internet connections with adequate band 
speed for the size of files that want to be 
exchanged;
- Windows, Mac or Linux Operating Systems

ANONYMITY

It is not necessary to provide any personal data, unless a 
specific invoice is required. Only an email address where the 
configuration instructions and access password will be sent 
(best for your privacy that it is created for the occasion).

It is possible to receive invoices from another company not 
connectable with Kryptotel.

It is possible to pay in various ways even anonymously if 
desired.

PRICES

- The service only costs 3.95 Usd a month! A small price for 
your privacy and security. 

Unconditional guarantee "Satisfied or Reimbursed"

www.Kryptotel.net

HOW IT WORKS

By activating KryptoMail you will be given an easy to use, intuitive, 
simple and complete e-mail client, (Thunderbird Portable version) 
with the addition of all the encryption and decryption modules for e-
mails.

- Encryption and Decryption can be set individually or automatically 
according to your preferences. You can use the same e-mail client  
and address to send non encrypted e-mails, for communication with 
recipients that do not have encrypted e-mails.

- E-mails can be signed by the sender in order to guarantee 
authenticity to the recipient.

- There are no limitations on e-mail size or amounts that can be 
sent and received through our service.

- The Encryption keys that are generated will remain on your 
computer and nobody but you and the recipient will be able to read 
the e-mails.

- The encryption system is open source therefor compatible with all  
services that use Openpgp to encrypt/sign e-mail messages.

- Other e-mail clients can be used on the same computer with no  
incompatibility issues. 

SE C UR I TY

Kryptotel has decided to operate with "open-source" encryption 
verified and tested by third parties and recognized as being safe by 
all verification studies.

The transmission of messages between your computer and 
Kryptotel's servers is encrypted through standard encryption 
protocols TLS, the messages are encrypted before being 
transmitted with RSA protocol with 2048 bit keys.

The e-mail client used is not owned by Kryptotel, but developed by 
third parties and is enabled with the above mentioned encryption 
protocols for our clients total guarantee.

Our e-mail servers are furthermore encrypted with 3 differente 
levels of encryption, in order to guarantee impossibility of intrusion 
or tampering even by Kryptotel's personnel;

The servers DO NOT keep any logs of the e-mail exchanged;

appointed third party technicians.erno di una frebi e back-up su 
Hong Kong, locrantire la gestione sicura ed anonima delle 
comunicazioni e dei dati personali  dei clienti Kryptotel.

It's the mail-service that cannot be intercepted

La tua  Pr ivacy è  la  nost ra Miss ion!
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